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I am downloading a PDF file, and would like to know how to diagnose security vulnerabilities in that file.


Context:


The last version of Google Chrome is giving me the following warning on a PDF download:





Trying to learn more about the alert brings me to this help page, which explains that the alert can be triggered by either



  a malicious, unwanted, or uncommon file




or



  the website you tried to download the file from has been known to distribute malware.




I would like to sort out which one it is, and am therefore looking for a way to scan the PDF file for potential vulnerabilities.


My guess is that any tool that indicates the existence of executable code in the file would do, but does such a tool exist?


Related: Can a PDF file contain a virus?
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                Upload the PDF to [VirusTotal](www.virustotal.com) if you can access it. If it is not flagged, then Chrome doesn't like the source; else it's the file (this is in fact, more likely).
                
                
– Jedi
                

                Jan 3, 2017 at 4:50
            

        

    
	
        
            
            

        

        
            
                
                See theinvisiblethings.blogspot.co.uk/2013/02/…
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peepdf and pdf-parser.py from Didier Stevens. Various online malware scanners which support PDF is good to try either.
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                Thank you very much. And your third link includes @Jedi's link to VirusTotal.
                
                
– Fr.
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                @Fr. Yes, VirustTotal is most well known in online malware scanners which anyone shouldn't forget to mention!
                
                
– Pandora
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                    Add a comment
                 | 
            
        
         
    

    




                                
                                    You must log in to answer this question.
                                




                            
                                

Not the answer you're looking for? Browse other questions tagged 	malware
	chrome
	pdf

.                                

                            
                

            


            

        

    
    
        	
                            The Overflow Blog
                        
	
            
            

            
                Building GenAI features in practice with Intuit Mailchimp
            

        
	
            
            

            
                A leading ML educator on what you need to know about LLMs
            

        
	
                            Featured on Meta
                        
	
            

            

            
                Our partnership with Google and commitment to socially responsible AI
            

        
	
            

            

            
                Shifting the data dump schedule: A proposal
            

        


    




    

		




    

		



        
	Linked

	    
            
				
					87

				
				Can a PDF file contain a virus?
			

            
				
					0

				
				How to inspect for potential malware on pdf attachment?
			

	





    


        
            Related

            
                    
                        
                            3

                        
                        Question about potential ISO infection and ISO verification
                    

                    
                        
                            3

                        
                        How to inspect an email attachment without downloading it?
                    

                    
                        
                            3

                        
                        PDF Documents in Browser 2020
                    

                    
                        
                            4

                        
                        Gmail warns about encrypted PDF file
                    

                    
                        
                            1

                        
                        Is it safe to view a file on Google Drive?
                    

                    
                        
                            4

                        
                        Is Firefox's new JavaScript support within PDF files a security concern?
                    

                    
                        
                            0

                        
                        Chance of virus/malware and non-executable files
                    

                    
                        
                            0

                        
                        Can virus survive macOS Recovery?
                    

            

        

        



    
    
        
            Hot Network Questions
        
    

    	
                

                    Compare number to string with ranges and single numbers
                

            
	
                

                    30°F / -1°C sleeping bag vs a 50°F / 10°C sleeping bag whilst wearing layers
                

            
	
                

                    Cutting machine with Linux: fsck died with status code 4
                

            
	
                

                    Calculation of pH in Molecular Dynamics simulation?
                

            
	
                

                    How can I understand the gap between CPA and CCA1?
                

            
	
                

                    How do I best identify weak points in myself along a path to academia
                

            
	
                

                    An exact definition of multiplication
                

            
	
                

                    Setup RAID-1 in Kickstart file with 1 Disk
                

            
	
                

                    What makes the Golan Heights a geopolitical region and strategically important for Israel?
                

            
	
                

                    How to reproduce this kind of wavy line?
                

            
	
                

                    How to replace a whole-life policy?
                

            
	
                

                    What are the consequences that European standards being cited in law must be publicly accessable, but are protected by copyright?
                

            
	
                

                    Why should I use 多く instead of 多い in the sentence: 留学生はアジア人が多く
                

            
	
                

                    Could ammonium azanide exist?
                

            
	
                

                    Did Boeing debut the 787 Dreamliner in 2007 with plywood doors and daylight visible through the wheel-wells?
                

            
	
                

                    May Jews fulfil 100 daily berachot by listening to the berachot recited by others?
                

            
	
                

                    Can you enter a Steel defender for protection?
                

            
	
                

                    No cloning theorem for classical states
                

            
	
                

                    Battery pack voltage keeps dropping without use
                

            
	
                

                    Is there a reason why demands for conditions to be attached to military aid for Israel mostly come from the Democrat side?
                

            
	
                

                    How to remove the smell of bicarbonate of soda?
                

            
	
                

                    How can I penalize using accelerated time in Full Dive Virtual Reality?
                

            
	
                

                    One-Dimensional Pinball
                

            
	
                

                    Representing natural numbers as sums of distinct prime powers
                

            



        
            more hot questions
        



                
        
            
            Question feed
        
    

    
        
            
                Subscribe to RSS
            

            
                
                    
                        Question feed
                        To subscribe to this RSS feed, copy and paste this URL into your RSS reader.

                    
                

                
                    
                    
                

            

            
                
            
        

    




    







                        

        

    


        
    

        
    
        
            
                    
                        Information Security

                        	Tour
	Help
	Chat
	Contact
	Feedback


                    

                
                    Company

                    	Stack Overflow
	Teams
	Advertising
	Collectives
	Talent
	About
	Press
	Legal
	Privacy Policy
	Terms of Service
	Cookie Settings
	Cookie Policy


                

                
                    
                        Stack Exchange Network

                        	
                                
                                    Technology
                                
                            
	
                                
                                    Culture & recreation
                                
                            
	
                                
                                    Life & arts
                                
                            
	
                                
                                    Science
                                
                            
	
                                
                                    Professional
                                
                            
	
                                
                                    Business
                                
                            
	
                                
                                    API
                                
                            
	
                                
                                    Data
                                
                            


                    

                

            
            
                	Blog
	Facebook
	Twitter
	LinkedIn
	Instagram



                
Site design / logo © 2024 Stack Exchange Inc; user contributions licensed under CC BY-SA.                    rev 2024.3.8.5960
                

            

        


    


    

            
            
            
        
        
            


    
    