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When I view the PDF file in a browser such as FireFox without downloading the file into my PC, does FireFox temporarily store the PDF file in my PC?

I heard that FireFox has been sandbox heavily and there is no need to worry about malicious PDF file downloading to PC, is this true?

What about previewing the PDF file in browser but in gmail and google drive? Is there any difference between browser PDF viewer and PDF Preview feature in Gmail/Google drive/One Drive?

    


        
            
                
                    
                    	web-application
	web-browser
	firefox
	web
	pdf


                

            

        


    
        
            
                




    

        
            Share
        



                    
                        Improve this question
                    


                
                    
                        Follow
                    
                







    

    



            


            
                
    
        
            asked Oct 28, 2023 at 18:13
        

        
    

    
        

    

    
        JUZ AviewerJUZ Aviewer
        
            1111 bronze badge
        

    





            

        

    

    






            1 
    
        
            	
        
            
            

        

        
            
                
                For Firefox specifically it may not be just temporary; see support.mozilla.org/en-US/questions/1370409 and support.mozilla.org/en-US/questions/1387228 . But this doesn't affect security, so it isn't appropriate on this Stack.
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The browser is not just a window to the Internet you can look out through. What ever you see in your browser must first be downloaded into your computer in order to render it on your screen â€“ whether it is stored in the memory or on the file system.

It does not matter that much whether a file is saved on a drive or not. The malicious PDF document cannot run code while it is resting on a disk. Instead, malicious (PDF) files use vulnerabilities in the applications reading and rendering them. Here, the sandboxing on a browser helps, because there is one extra layer of protection: even if a malicious document or page is able to run arbitrary code inside the sandbox, there must simultaneously be another vulnerability that allows it to escape the sandbox.
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