
    
    

    

        


	
			
			
				

			

			
				
			
			
				
					Stack Exchange Network

					
						Stack Exchange network consists of 183 Q&A communities including Stack Overflow, the largest, most trusted online community for developers to learn, share their knowledge, and build their careers.
					

					Visit Stack Exchange
					
				

			






		        
                        
                            
                            
                            
    

    
        
            Loading…

        

    


    
    


    



                        

                

		


    	
            
        


            
                	
                            
                                Tour
                                
                                    Start here for a quick overview of the site
                                
                            
                        
	
                        
                            Help Center
                            
                                Detailed answers to any questions you might have
                            
                        
                    
	
                                    
                                        Meta
                                        
                                            Discuss the workings and policies of this site
                                        
                                    
                                
	
                                
                                    About Us
                                    
                                        Learn more about Stack Overflow the company, and our products
                                    
                                
                            


            

        

        	
            
                
            
        
	
                

    
        
            
                current community
            

            
                
                    
                        
                    
                

            

        

        
            	
                            
                
        

        
            Information Security
        
    

    

    
            help
            chat
    


                    
	
                            
        
    


                            
        

        
            Information Security Meta
        
    

                    


        


        
            
your communities            


        

        

                
Sign up or log in to customize your list.                

        


        
            more stack exchange communities
            

            company blog
        

        
                

        
        
    


        
	
	
                            Log in
                        
	Sign up





	



            
                    


            


        
            
            
                
            

                

    



                

            

        

    
                


    
        
            	
                    	


    
        
                Home

        

    

	


    
        
                Questions

        

    

	


    
        
                Tags

        

    

	
	


    
        
                Users

        

    

	


    
        
                Companies

        

    

	


    
        
                Unanswered

        

    



                
	

    Teams


    
        Stack Overflow for Teams
        â€“ Start collaborating and sharing organizational knowledge.
        
        

        Create a free Team
        Why Teams?

    


	
        
            Teams

            
                
            

        
    
	
        
            
                
                    
                        
                    

                    
                

                
                    Create free Team
                

            

        
    


        
    




        
            


            
                Teams

                Q&A for work

                Connect and share knowledge within a single location that is structured and easy to search.

                
                    Learn more about Teams
                
            


            
                
            

        









        

            


    


    
        

            
                        Remove pdf malware by re-printing to new pdf or text extract?

                
                        
        Ask Question
    

                

            

            
                    
                        Asked
                        9 years, 2 months ago
                    

                    
                        Modified
                        4 years, 7 months ago
                    

                    
                        Viewed
                        4k times
                    

            


            
                

    

    

		





    
        
            
        
            
        
        
            8
        

        
            
        


        

    
    









    
    




        


        


    
    
                
Consider you have a suspicious pdf file that might contain malware. Would it be sufficient to either:


	open the pdf file in a virtual environment and let the pdf viewer or pdf-creator program "print-to-file" a new clean pdf file from the original one?

	use a program to extract only the text from the contaminated file and save only text to a *.txt file?




If both are insufficient, are there any tools like "NoScript" for pdf? Or else, to protect against pdf malware - other than a virtual machine?
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PDF malware tends to target the vulnerabilities of the PDF reader you use. You might find success by using an alternate reader and extracting the text.


As for "NoScript"-like options, PDF readers do tend to have the option to not execute dynamic code, but not all malware takes advantage of PDF scripting to do its work (it takes advantage of vulnerabilities, as I said).
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Opening in an isolated system definitely helps. If you have Acrobat running in that isolated system, you can use Save as otherâ€¦ -> Optimized PDF, and then set to discard more or less everything "active", and you have a better PDF. 


"Refrying" (create a PostScript file and send that through Distiller) does create a completely new document, and also gets rid of any active element.


Option 2 does not work, because in order to access the contents of the PDF, you have to interpret it.


For bigger volumes, there are command line utilities which do that cleaning up (you might talk to Appligent, for example).


One question remains: Why are you suspicious? Because of a virus scan? If so, you have, with a very high probability, a false positive. Because PDF has compressed sections, it is possible that any character sequence can be found in those sections.

    

    
        
            
            
                




    

        
            Share
        



                    
                        Improve this answer
                    


                
                    
                        Follow
                    
                







    

    



            



            
                
    
        
            answered Jan 3, 2015 at 8:01
        

        
    

    
        

    

    
        Max WyssMax Wyss
        
            23011 silver badge33 bronze badges
        

    





            

        

        
    
    

    






             
    
        
            

	    


        
                    Add a comment
                 | 
            
        
         
    

    




                                    


    
        
            
        
            
        
        
            2
        

        
            
        


        

    
    








            
                
                    
                

            


    
    




        


        


    
    
I would use a tool like PDFiD or peepdf to remove malware. These tools allow you to manually remove malware.
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I was thinking using a live linux distro which has a pdf viewer included. 


1) Launch the Live linux distro as a live cd in virtual box
2) Open the pdf file using the included pdf viewer from the live linux cd
3) Print the PDF file to another PDF file.  
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